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Abstract 
This article reviews the literature on the development of artificial intelligence (AI) and 
automation technologies, and the accompanying regulatory efforts in the digital era. AI 
and automation have progressed rapidly, bringing benefits such as higher operational 
efficiency, cost reduction, and innovation in various sectors. However, these 
developments also bring significant challenges including privacy issues, algorithm bias, 
and labour impacts. Regulation plays a key role in guiding these technological 
developments, with the aim of protecting personal data, increasing transparency and 
accountability, and preventing discrimination. This article highlights the importance of 
creating responsive and proactive policies so that the benefits of AI and automation can 
be optimised, while the risks are minimised. 
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Introduction 

The development of Artificial Intelligence (AI) and automation technology has 

deep roots in human history, but significant advances began to be seen in the 20th 

century. The concept of AI was first recognised in the scientific world through the work 

of visionaries such as Alan Turing, who in 1950 introduced the Turing Test, a method to 

determine whether a machine can exhibit intelligent behaviour indistinguishable from a 

human (Kazim & Koshiyama, 2021) . In 1956, a conference at Dartmouth College in the 

United States marked the formal birth of the AI research field. The conference brought 

together leading scientists and researchers who were optimistic that artificial 

intelligence could be created within the next decade. This period is known as the age of 

AI optimism, where various approaches such as natural language processing, computer 

vision, and rule-based systems began to be developed (Limna et al., 2022) . 

In the following decades, the development of automation also accelerated, 

especially in the industrial sector. Automation began to be widely used in production 

lines, thanks to the introduction of Programmable Logic Controllers (PLCs) in the 1960s 

that allowed industrial processes to be controlled by computers. Although technical 

challenges and computational limitations often hampered early developments, 

continued investment in research and development led to more sophisticated solutions. 
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In the 1980s and 1990s, increased computational capabilities and machine learning 

algorithms began to deliver more tangible results. Machines learnt from data, were able 

to make decisions and perform tasks without direct human intervention, paving the way 

for a new era in AI and automation (Aoun et al., 2021) . 

AI, which includes artificial intelligence and machine learning, has transformed 

sectors ranging from healthcare to manufacturing to public services. Automation, 

through the use of robotics and advanced software, is also improving operational 

efficiency and productivity. This digital revolution, known as the digital age, not only 

brings significant changes to the way work and business are conducted, but also affects 

everyday life (Kuziemski & Misuraca, 2020) . 

The development of AI and automation technologies presents tremendous 

opportunities, such as higher efficiency, reduced operational costs, and improved 

service quality. However, on the other hand, these technologies also present complex 

new challenges. One of the main challenges is how to manage the social and economic 

impacts of adopting these technologies, such as the replacement of human jobs, privacy 

issues, and data security. In addition, rapid technological development is often not 

matched by adequate regulation, raising concerns about misuse and ethics in the 

application of AI and automation (Rashid & Kausik, 2024) . 

Regulation plays a crucial role in ensuring that AI and automation technologies 

develop ethically and responsibly. Effective regulation can help manage risks and ensure 

that the benefits of technology are equitably shared by society. However, excessive or 

inappropriate regulation can also hinder innovation and adoption of new technologies 

(Sarker, 2022) . 

In this context, research on AI and automation in the digital era is highly relevant. 

This literature review aims to understand how AI and automation technologies are 

evolving, identify the challenges faced, and evaluate the role of regulation in influencing 

the development of these technologies. This research is expected to provide a 

comprehensive picture of the current state and future of AI and automation, as well as 

provide policy recommendations that can support innovation and protect the public 

interest. 

Through this research, it is hoped that a better understanding of the dynamics 

between technological development and regulation can be gained, so that appropriate 

measures can be taken to address the challenges and maximise the opportunities 

offered by AI and automation in the digital era. 

 

Research Methods 

The study in this research uses the literature method. The literature research 

method is a systematic approach to collecting, analysing, and interpreting data from 

various written sources relevant to a particular research topic. In this process, 

researchers identify theories, concepts, and previous findings that have been published 
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in books, academic journals, articles, and other data sources (Firman ;, 2018) (Suyitno, 

2021) . Steps often include a literature search using academic databases, evaluation of 

the quality and relevance of sources, and synthesis of the information obtained to 

identify patterns, research gaps, and new perspectives. This method not only provides 

a strong theoretical basis for the research, but also helps to ensure that the study 

conducted is comprehensive and keeps up with the latest developments in the field 

under study (Jelahut ., 2022) 

 

Results and Discussion 

The Development of AI and Automation Technology 

The development of Artificial Intelligence (AI) and automation technology has 

changed significantly since the early concepts in the mid-20th century. In the 1950s and 

1960s, research in AI began with simple experiments in natural language processing and 

chess games. Alan Turing became an iconic figure with his Turing Test which became the 

benchmark for determining whether a machine could be considered "intelligent". These 

early successes encouraged scientists and researchers to explore various approaches, 

such as the use of heuristic algorithms and neural networks (Yablonsky, 2020) . 

During the 1970s and 1980s, despite a decline in interest known as the "AI 

Winter" due to computational limitations and an excess of unrealised promises, some 

notable achievements occurred. Expert systems became popular and were used in 

various industrial and healthcare applications, capable of making decisions based on 

rules set by human experts. At the same time, industries started to adopt automation 

in manufacturing processes using Programmable Logic Controllers (PLCs) to control 

and monitor production processes, improving efficiency and product quality 

(Rodríguez-Espíndola et al., 2022) . 

In the 1990s and 2000s, advances in hardware and software technology, as well 

as increased computing capacity, gave new impetus to AI research. Machine learning 

and deep learning algorithms took centre stage, driven by the availability of big data 

and advances in neural network architectures. Significant examples are the victory of 

IBM's Deep Blue AI system against world chess champion Garry Kasparov in 1997, and 

then the success of Google DeepMind's AlphaGo defeating a world-class Go player in 

2016, demonstrating a huge leap in AI's ability to solve complex problems (Parker & 

Grote, 2022) . 

From the 2010s to today, AI and automation have become increasingly 

integrated into everyday life. These technologies support a wide range of applications, 

from virtual assistants such as Siri and Alexa, autonomous cars, to advanced data 

analytics in business and healthcare. Machine learning is applied in fraud detection, 

product recommendation, disease prediction, and sentiment analysis (Parycek et al., 

2024) . In addition, robotics and IoT (Internet of Things) are increasingly adopted in 

home automation, smart cities, and industry 4.0. The challenges faced now lean more 
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towards ethics, privacy, and managing the socioeconomic impact of job automation, 

which continues to be an important topic in global discussions on the future of AI and 

automation technologies (Hasan, 2021) . 

While the development of AI and automation technologies offers a wide range 

of opportunities, there are some challenges that must be addressed. One of the biggest 

challenges is ethical and privacy concerns, especially in relation to the use of personal 

data in AI systems. Strict regulations are needed to ensure that these technologies are 

not misused. In addition, there are concerns about the social and economic impacts, 

especially related to the replacement of human labour by intelligent machines. The 

possibility of reduced employment in certain sectors puts pressure on policymakers to 

develop strategies and retraining programmes for affected workers (Dwivedi et al., 

2021) . 

On the other hand, advances in AI and automation also open the door for new 

innovations. The combination of AI with other technologies such as blockchain, virtual 

reality (VR), and augmented reality (AR) could create new experiences in both business 

and consumer contexts. Research in AI is also beginning to focus on developing artificial 

intelligence that is more powerful and more efficient in terms of energy consumption, 

using approaches such as neuromorphic AI that mimics the structure of the human 

brain. Continued efforts in collaboration between academia, industry and government 

are key to ensuring these technological advancements benefit society at large (Walters 

& Novak, 2021) . 

Overall, the development of AI and automation technologies has triggered 

profound transformations in various aspects of human life. From early expert systems 

to deep learning, advances in AI have enabled major breakthroughs in many fields. While 

there are significant challenges, such as ethical issues and socio-economic impacts, the 

potential for AI to change the way we work and live cannot be ignored. Therefore, it is 

important for stakeholders-from policymakers to academics to industry players-to work 

together to overcome these obstacles and fully utilise the opportunities offered by AI 

and automation technologies. With a thoughtful and collaborative approach, AI has the 

potential to be a positive force that helps improve global well-being. 

 

Challenges and Opportunities in the Development of AI and Automation 

One of the key challenges in the development of AI and automation is the issue 

of ethics and privacy. The use of big data as fuel for AI systems raises concerns about 

how personal data is collected, used, and protected. Cases of data misuse and privacy 

violations can erode public trust in these technologies. Therefore, adequate regulation 

and ethical approaches to AI development are crucial to ensure that individual rights 

and privacy are maintained (Hoffmann-Riem, 2020) . 

Another important challenge is the socio-economic impact of AI and automation, 

especially in terms of employment inequality. While these technologies can improve 
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efficiency and productivity, there is a big risk that many jobs currently performed by 

humans will be replaced by machines. This could lead to mass unemployment especially 

in routine and repetitive sectors. Therefore, there is an urgent need for retraining and 

skills adaptation programmes to help the human workforce transition to the new jobs 

created by the AI-based economy (Girasa ., 2020) 

Transparency and accountability in decisions taken by AI systems is also a big 

challenge. Many AI models, especially those based on deep learning, operate as black 

boxes that are difficult for humans to understand. This poses a problem when decisions 

taken by AI have significant consequences, such as in the legal, health, or financial 

systems. Ensuring that AI models can be explained and supervised by humans is a 

challenge that needs to be overcome to avoid unfair or discriminatory decisions 

(Tschang & Almirall, 2021) . 

On the other hand, AI and automation offer great opportunities in terms of 

innovation and improved efficiency. In the manufacturing industry, automation enables 

mass production with consistent quality and lower costs. In the healthcare sector, AI is 

used to analyse complex medical data and assist doctors in more precise diagnosis and 

treatment. Also, in research and development, AI accelerates scientific discovery with 

data analysis capabilities that surpass human capacity. The potential for innovation in 

many sectors of the economy provides great hope for a more efficient and productive 

future (Beerbaum ., 2022) 

To maximise the potential of AI and automation, while addressing the 

challenges, close collaboration between various stakeholders is required: government, 

industry, academia and civil society. The government can play a role in creating 

regulations that protect privacy and ensure data security. Industry needs to focus on 

responsible innovation and training their workforce for change (Stahl, 2021) . Academia 

can provide research-based insights and technology development that is transparent 

and ethical. Finally, civil society plays an important role in monitoring and providing 

feedback to ensure that these technological developments are in line with public values 

and interests. 

 

The Role of Regulation in the Development of AI and Automation 

Regulation plays a crucial role in ensuring privacy protection and data security in 

the development of AI and automation. With the increasing use of big data to train AI 

algorithms, the risk of misuse of personal data also increases. Proper policies can govern 

how data is collected, stored and used, thereby protecting individuals from potential 

privacy breaches. Examples of regulations such as the General Data Protection 

Regulation (GDPR) in the European Union show how a rigorous policy approach can 

structure a framework for more secure and ethical use of data (Loureiro et al., 2021) . 

Regulation is also important in creating standardisation and interoperability 

between various AI and automation systems. These standards are necessary to ensure 
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that different systems can work harmoniously and that the achievements of one system 

can be shared to accelerate the overall development of the technology. Regulations 

governing technical and operational standards help prevent fragmentation in 

technology markets, promote innovation, and ensure that the adoption of new 

technologies takes place smoothly and efficiently (Karnouskos ., 2020) 

Regulations that support transparency and accountability in the use of AI are 

important for building public trust. Many of today's AI systems, especially those using 

advanced machine learning, often operate as elusive "black boxes". Regulations can 

require companies and organisations to provide clear explanations of how their 

algorithms work and how decisions are made. In addition, regulation can ensure that 

there are accountability mechanisms in place that allow for identification and 

responsibility in the event of AI errors or misuse (Tapalova & Zhiyenbayeva ., 2022) 

Regulation serves to prevent discrimination and injustice that can arise from AI 

systems. AI algorithms can reflect biases in the data used to train them, which can lead 

to unfair decisions based on race, gender, or other factors. With good regulation, 

governments can ensure that there is rigorous oversight of AI development and 

implementation to detect and correct for these biases. This could also include 

requirements for ethical testing and regular audits to monitor the social impact of the 

technologies used (Benbya et al., 2020) . 

With this integrated role, regulation can not only pave the way for safer and 

more responsible development of AI, but also help ensure that the benefits of this 

technology can be felt by all levels of society without leaving significant negative 

consequences. 

 

Conclusion 

Technological and regulatory developments in the era of AI and automation 

highlight that rapid advances in AI technology have brought many benefits, including 

improved operational efficiency, cost savings, and innovative inventions across various 

industries. However, the review also revealed significant challenges to be faced, such as 

privacy issues, algorithm bias, and concerns about labour deployment. Advances in AI 

technology continue to dynamically change the digital landscape, making it important 

to create policies that are responsive and proactive in the face of these changes. 

The role of regulation in guiding AI development is crucial to maintain a balance 

between innovation and ethics. Proper regulation can protect data privacy, promote 

interoperability standards, ensure transparency and accountability, and prevent 

unintended discrimination. Thus, the creation of good regulations not only helps 

mitigate the risks associated with the use of AI, but also promotes an enabling 

environment for responsible innovation. This conclusion reinforces that the integration 

of regulation with technological development is a vital step to ensure that the benefits 

of AI and automation are maximised, while potential negative impacts are minimised. 
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